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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 
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1 )^ Responsive to communication(s) filed on 10 August 2001 . 
2a)D This action is FINAL. 2b)^ This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quay/e, 1935 CD. 1 1 , 453 O.G. 213. 
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6) ^ Claim(s) 1-17 is/are rejected. 
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application from the International Bureau (PCT Rule 17.2(a)). 
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DETAILED ACTION 



Specification 

1 . The disclosure is objected to because of the following informalities: In paragraph 
21 , the words "is" and "a" need to be separated. 
Appropriate correction is required. 



Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

3. Claims 1-8,10-16 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Sasaki (US pat 6,351 ,536). 



Regarding claim 1 , Sasaki teaches a method to prevent illegal copying of an 
electronic document in a computer system, the computer system comprising a server 
for connecting to a plurality of terminals via a network, each terminal having a terminal 
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identification code for identifying the terminal, each terminal capable of requesting an 
electronic document from the server via the network, the server capable of encrypting 
original plaintext of the electronic document to a corresponding ciphertext, the ciphertext 
capable of being transmitted to the terminal via the network and being decrypted to the 
original plaintext, the method comprising a registration process and a document request 
process, the registration process comprising: 

installing a reading application program in a terminal, the reading application 
program comprising a first secret key (col.7 lines 36-41); 

utilizing the reading application program to register the terminal with the server 
(col.3 lines 28-39; col.10 lines 5-9; col. 10 lines 30-34); 

encrypting (col.2 lines 4-7) and transmitting to the terminal a user identification 
code and a second secret key, the user identification code and the second secret key 
being generated by the server (col.7 lines 8-35; col.7 lines 54-59); and 

generating a terminal encryption file by encrypting the user identification code, 
the second secret key, and the terminal identification code, the terminal encryption file 
being stored in the terminal (col. 17 lines 18-23; col. 17 lines 48-51; col.20 lines 55-59); 

the document request process comprising: 

a terminal requesting the server for an electronic document, the server using the 
second secret key to encrypt plaintext of the electronic document to corresponding 
ciphertext, the ciphertext being transmitted to the terminal via the network (col.7 lines 
30-35); 
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using the first secret key to decrypt the terminal encryption file to retrieve the 
second secret key and the terminal identification code (col. 7 line 66 thru col. 8 line 6); 
and 

utilizing the retrieved second secret key to decrypt the received ciphertext if a 
run-time terminal identification code corresponds to the terminal identification code 
retrieved from the terminal encryption file, otherwise terminating further decryption to 
prevent illegal copying of the electronic document by unregistered terminals (col.3 lines 
28-39). 

Regarding claim 2, Sasaki teaches the terminal further comprises a central 
processing unit (CPU), a hard-disk, and a network card, and the terminal identification 
code is selected from one of an identification code from the CPU, the hard-disk, or the 
network card (fig.2; col. 5 line 57 thru col. 6 line 6; col.9 lines 46-51 ). 

Regarding claim 3, Sasaki teaches the server comprises a user database for 
recording a plurality of user identification codes of registered users, and terminal 
identification codes (col.7 lines 12-29; col.9 lines 46-51). 

Regarding claim 4, Sasaki teaches the server comprises a secret key generating 
module for generating a second secret key for each user registered in the user 
database (col.7 lines 8-29). 
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Regarding claim 5, Sasaki teaches the server comprises a key database for 
recording the user identification codes of the registered users, and the associated 
second secret keys (col. 7 lines 8-29). 

Regarding claim 6, Sasaki teaches the server comprises an encryption module 
for encrypting and transmitting to the terminal the second secret key and the user 
identification code (col. 2 lines 4-7; col.7 lines 30-35; col.7 lines 54-59). 

Regarding claim 7, Sasaki teaches the server comprises an electronic document 
database for storing associated plaintexts of a plurality of electronic documents, and a 
control center for controlling operations of the server (fig. 2 element 13; col.6 line 66 thru 
col.7 line 7). 

Regarding claim 8, Sasaki teaches when the server receives a request for the 
electronic document by the terminal, the control center locates the associated plaintext 
of the electronic document, and the encryption module encrypts the plaintext of the 
electronic document with the second secret key to form the corresponding ciphertext 
(col.7 lines 30-32). 

Regarding claim 10, Sasaki teaches the server comprises a public software 
module for storing the reading application program to be downloaded to the terminals by 
users (col.8 lines 27-32). 
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System claims 11-16 are substantially equivalent to method claims 1-3,5,7, and 8 
respectively, therefore claims 11-16 are rejected for the same reasons. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 9 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sasaki, and further in view of Schneier. 

Regarding claim 9, Sasaki teaches the method of claim 1 , but does not teach the 
first secret key and the second secret key are both 128-bit encryption keys. Schneier 
teaches 128-bit encryption keys (p. 154 last paragraph thru page 155 first paragraph). It 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
combine Sasaki's encryption network system with Schneier's teaching of 128-bit 
encryption keys in order to prevent brute-force attacks that try recover session keys 
(Schneier p. 154 last paragraph thru page 155 first paragraph). 
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Claim 17 is a system claim that is substantially equivalent to method claim 9, 
therefore claim 17 is rejected for the same reasons. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tremayne M. Norris whose telephone number is (571) 
272-3874. The examiner can normally be reached on M-F 7:30AM-5:00PM alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Conclusion 



Tremayne Norris 



November 12, 2004 





